[TamsiTia 110 MH(POPMAITMOHHOW OE30TTACHOCTH [T O0YJaOITXCS

C KaXJIbIM I'OA0OM MOJIOJCKH B I/IHTepHeTe CTaHOBUTCA 60HBH.I€, a IIKOJIbBHUKHW OAHH U3
CaMBIX aKTUBHBIX €TI0 IT0Jb30BaTelICH. MC}KI[y TEM, IOMHUMO OI'POMHOI'0 KOJIUYCCTBA
BO3MO)KHOCT€I‘/'I, I/IHTepHeT HCCCT U HpO6HeMI)I. OTa naMmaTkKa JOJIDKHa IIOMOYb TeOe Oe30macHo

HaXOJIUThCS B CETH.
KomnbrorepHbie BHpPYyChI

KoMnbloTepHbIii BUPYC - 5TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IIPOrpaMM, OTINYUTEIbHOU
0COOEHHOCTBIO KOTOPOM SIBISETCS CIIOCOOHOCTh K Pa3MHOKEHMIO. B ononHeHue K 3Tomy,
BUPYCBI MOT'YT ITOBPEAUTH WM NOJHOCTHIO YHUUTOXHUTH BCe (ailiibl U TaHHbIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro ObliIa 3amylleHa 3apaxEéHHas mporpaMmma,
a TaKk)Ke MOBPEIUTh WIH JaXKe YHHUTOXHUTD OTEPALIMOHHYIO CUCTEMY CO BCceMH (ailiamu B

ueiaom. B OOIBIINHCTBE CJIY4acB paclIpOCTPaHAOTCA BUPYChI UCPE3 UHTCPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IIPOrpamMMm.

1. Hcnonb3yii coOBpeMeHHBIE ONIEPALlMOHHbIE CUCTEMBI, UMEIOLIUE CEPhE3HBIN YPOBEHD
3alUTBI OT BPEAOHOCHBIX ITPOrPAMM;

2. TlocrosiHHO ycTaHaBIMBal MauTH (LU(PPOBBIE 3aIUIATKH, KOTOPbIE ABTOMATUYECKH
YCTaHABIIMBAIOTCSA C 1I€JIbI0 TIOPAOTKK IPOrpaMMBbl) U Ipyriue OOHOBIEHUS CBOEH
oTepaoHHOM cucteMbl. CKaunBai X TOJBKO ¢ O(UIIMATIBHOTO caidTa pa3paboTynka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOT0 OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEPE O] MpaBaMM MOJIb30BATENs, @ HE aIMUHUCTpATOpa. ITO
HE TMO03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM
IIEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE IPOTPaMMHBIE MPOTYKThI U3BECTHBIX MPOU3BOUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb GU3NYECKUN AOCTYI K KOMIIBIOTEPY AJIS MIOCTOPOHHHUX JIUIL;

6. Hcnonp3yii BHEITHUE HOCUTENN HHPOPMAIINH, TaKHe KaK (uIeliKa, JUCK Win (aii u3
HUHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIIBIOTEpHBIE (ailsibl, HOTYYEHHBIE U3 HEHAJEKHBIX HCTOUYHUKOB. J{axe
Te (ailsibl, KOTOpPbIE MPUCIA TBOW 3HAKOMBIH. Jlydllle yTouHM y Hero, OTHpaBIsil JIU OH

Tebe ux.

Cern WI-FI



CoBeTsl 10 Ge30macHOCTH padoTe B 001menocTynubix cersix Wi-fi

1. He nepenagaii cBoro muunyo nHpopMmarmio yepes odmenocrynusie Wi-Fi cetu. Paboras
B HUX, XKEJIATEJIBHO HE BBOJUTH IIAPOJIXA JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEPA;

2. Vcnonp3yii 1 0OHOBIIAN aHTUBUPYCHBIE IPOTpaMMBbI U Opanamayep. TeM caMmbIM ThI
oOe3omacuib ceds 0T 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. Ilpum ucnons3oBanuu Wi-Fi otxkmroun ¢pynkimo «O0muil goctyn K daiaam u
npuHTepamy». JlaHHas QyHKIMS 3aKpbITa IO YMOJIYAHUIO, OJJHAKO HEKOTOPBIE
NOJIb30BATEIH aKTUBUPYIOT €€ 17151 y100CTBa HCIIOIb30BaHus B paboTe mim y4eoe;

4. He ucnonb3yit nyoamunsiii WI-FI 15 nepenaun TMUHBIX JaHHBIX, HATPUMED IS
BBIXO/1a B COLIMAJIBHBIE CETU WIX B AJIEKTPOHHYIO I10UTY;

5. Hnonw3yii Tonbko 3amuiienHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. mpu HaGope
Be0-apeca BBOAM UMEHHO «https://»;

6. B moOwibHOM Tenedone oTkmoun Gyaknuto «llonkmouenue k Wi-Fi aBromaTraeckm.
He nomyckait aBTOMaTH4ecKkoro MoAKI0YeHHs ycTpoiicTa k cetssm Wi-Fi 6e3 TBoero

corjacus.

ConuaJbHBIE CeTH

COI_[I/IaJ'IbHBIe CCTU aKTUBHO BXOJAT B HAILY ’KU3Hb. MHorue noab30BaTeiiv HE IIOHUMAIOT, 4TO
I/IHq)OpMaHI/ISI, pasMCIICHHAaA UMHU B COOUAJTIBHBIX CCTAX, MOXKET OBITh HaﬁILGHa 1 UCIIOJIb30BaHa

KEM YroaHo, B TOM YUCJIC HC 00s13aTENBHO C OJIarUMH HaMCpPCHUSIMMU.

OcHOBHBbIE COBETHI IO 0€30MACHOCTH B COIMAJILHBIX CETHAX:

1. Orpannub civcok apy3el. Y 1e0s B Apy3bsX HE JOKHO ObITh CITy4allHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiail cBOIO 4acTHYIO kM3Hb. He yka3piBaii mapoinu, TenedoHsl, agpeca, 1aTy TBOETO
POXACHUS U IPYTYIO TUYHYI0 HH(POPMAIHIO. 3TOYMBIILICHHUKH MOTYT HCIIOJIb30BaTh
nake HH(POPMAITHIO O TOM, KaK Thl U TBOHM POJMTENHN TUIAHUPYETE TIPOBECTH KaHUKYITHI;

3. 3amminai CBOIO peryTaIuio - JepXKH €€ B YUCTOTE U 3a7aBaii cede BOIpocC: XoTes Obl THl,
4yTOOBI JpyTUe MOJIb30BaTeN BUAEIH, UTO ThI 3arpyskaems? Ilogymail, mpexe uem uro-
TO OITYOJIMKOBATh, HAITUCATD U 3aTPY3UTh;

4. Ecnu T TOBOPHIIG C JIFOJABMHU, KOTOPHIX HE 3HACIIb, HE UCTIONB3YH CBOE pEeaIbHOE UMS H
JPYTyIo JUUHYI0 HH(OpMAIHIO: (paMUIHIO, MECTO KUTEIBCTBA, MECTO Y4eObl U IpoYee;

5. Uz6erait pazmemienus gororpaduii B IHTEepHETE, T1I€ ThI H300pakeH Ha MECTHOCTH, 110

KOTOpOI\/II MOXXHO OIIPEACINTE TBOC MCCTOITOJIOKCHUC,



6.

7.

[Tpu perucrpannu B COUAIBHON CETH HEOOXOJMMO HCII0JIb30BaTh CI0XKHbIE TApOJIH,
cocrosmume U3 OyKB ¥ QP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

Jist conmanbHON CeTH, MOYTHI U IPYTHX CAUTOB HEOOXOAUMO HUCIIOIB30BATH PAa3HbIC
naposu. Toraa eciu Te6s B3710MarOT, TO 3JI0YMBIIIJICHHUKH OJIYYaT AOCTYI TOJIBKO K

OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHAS MOYTA

3JI€KTpOHHaSI mo4Ta — 3TO TCXHOJIOTUA U MPEAOCTABIIACMBIC CHO YCIIYT'H IO MEPCCHUIKE U
MOJIYYCHHIO SJICKTPOHHBIX C006H_[€HI/II7[, TAKIKC KPOME nIepcaavyu MmpoCcToro TCKCra, UMECTCA

BO3MOKHOCTb IT€peiaBaTh (pauibl.

KubepOy/uinHT Wi BUPTYaJibHOE H31€BaTeJIbCTBO

Ku6epOyJLuIMHT — npeciieJoBaHue COOOIIEHUSIMU, COJEPKAIIMMH OCKOPOJICHHUS, arPECcCHIO,
3alyTMBAaHUE; XYJIUTaHCTBO; COLMATbHOE OOHKOTHPOBAHUE C MTOMOIIBIO PA3IUYHBIX HHTEPHET-

CCPBHUCOB.

OcHoBHbBIE coBeThI 10 0opble ¢ KudepOyJJINHIOM:

He 6pocaiics B 60ii. JIydmmii crioco0: MOCOBETOBATHLCS KakK ce0sl BECTH U, €CIIA HET TOTO,
K KOMY MOXHO 00paTHThCs, TO BHayase ycrnokoics. Ecnu Tbl HauHel» oTBevaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO el 00JIbIle pa30kKellb KOH(IUKT;
VYnpasisii cBoeii kubeppernyrauei;

AHOHUMHOCTH B ceTd MHUMasl. CyIIeCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOHT 32
QHOHUMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii o0pa3 BUpTyalibHOM kU3HU. IHTEpHET DUKCHpYET Bce
TBOM JICUCTBUS U COXPAHSET UX. Y AaTUTh UX OyAeT KpaifHe 3aTpyAHUTEIBHO;
Colmroait cBOM BUPTYaIbHYIO YECTh CMOJIONY;

Urnopupyit enuHn4HbIN HeratuB. OJTHOpa30Bble OCKOPOUTENIBbHbBIE COOOIIEHMS JTyYIlle
UTHOpHPOBaTh. OOBIUHO arpeccus MpeKpamiaeTcs Ha Ha4aabHOW CTaNH;

Ban arpeccopa. B nmporpammax oOMeHa MTHOBEHHBIMH COOOIIIEHUSMH, B COIIMATIBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKMPOBKHU OTIIPABKU COOOIIEHUM C ONPeIETICHHBIX aJIPECOB;
TBou neiicTBUS, €Cu ThI SIBISICIILCS CBUAETENEM KNOepOy/UIMHTa: BBICTYIHUTH IPOTUB
IIPECIIEN0BATENS, I0KA3aTh EMY, YTO €T0 JIEHCTBUS OLICHUBAIOTCSI HETaTUBHO,
HOJIePKaTh JKEPTBY, KOTOPOH HY)KHA IICUXOJIOTHUECKAs IIOMOIIb, COOOLIUTH B3POCIIBIM

0 (akTe arpecCUBHOTO TTOBEACHUS B CETH.



MoOuabHbIi TesieoH

OcHOBHBIE COBETHI /1JIs1 0€30MACHOCTH MOOMJIBHOTO TeJie()OHA:

Hudero He siBnsieTcs mo-HacTosuieMy 6ecriaTHbIM. byib ocTopoxeH, Bellb Korja Tede
npeiaraloT OeCIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE
yclyru;

Hywmaii, mpexae uem otnpaBuTh SMS, ¢oto wiau Buaeo. Thl TOYHO 3HACIIb, T/I€ OHU
OyIyT B KOHEUHOM UTOre?

Heo6xoa1Mo 0OHOBIATE ONEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPaAMMBbI 1J11 MOOUITBHBIX TelIe()OHOB;

He 3arpy»xaii npuiokeHus OT HEU3BECTHOTO UCTOYHUKA, BE/Ib OHU MOTYT COJEPKATh
BPEIOHOCHOE MPOrpaMMHOE 00€CIIEUEHHUE;

[Tocne Toro Kak ThI BRIMCIIB C CaiiTa, T/ BBOJIII JIMYHYIO HH(POPMAITUIO, 3aii11 B
HACTPOIKHM Opay3epa u ynanu cookies;

[lepuonnuecku npoBepsiii KaKKe MIaTHBIE YCIYT'M aKTUBUPOBAHbI HA TBOEM HOMEPE;
JlaBaii cBoii HOMep MOOMIBHOTO Tene(OoHa TOIBKO JTOSIM, KOTOPBIX ThI 3HACIIb U KOMY
JIOBEpsiCLIb;

Bluetooth gomken ObITH BBIKITIOUYEH, KOT/Ia THI UM HE TOnb3yembesi. He 3a0b1Bail nHOT 12

IIPOBEPSATH 3TO.

Online urpsl

COBpeMeHHHe OHHaﬁH'HprI - 9TO KpaCOYHBIC, 3aXBAaThIBAIOIIUC PA3BJIICUCHUS, O6T>CI[I/IH$II-OH_II/IC

COTHH TBICAY YCIIOBEK 11O BCEMY MHUDPY. B HUIrpax CTOUT OIacaTbCda HE CTOJIBKO CBOUX

COIICPHHUKOB, CKOJIBKO KPaXu TBOCTO MMAPOJIsd, HAa KOTOPOM OCHOBAaHa CUCTEMaA aBTOpHU3alluA

OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 10 0€30I1aCHOCTH TBOEro MI'POBOI0 AKKayHTA:

o o k~ w

Ecnu apyroit urpok Benet ceOs MI0X0 WIHM CO3JaeT Tebe HEPUSATHOCTH, 3a0JIOKUPYH ero
B CIIMCKE UTPOKOB;

[Toxkanyiics aAMHUHHCTpATOPaM UrPbl Ha MJIOXO0€ MMOBEACHHUE ITOT0 UTPOKA, JKEIaTeIbHO
MPUIOKUTH KaKHe-TO JI0Ka3aTelbCTBa B BUJI€ CKPUHOB;

He yka3bIBaiil muunyto nHpopmaiyio B mpodaiiiie urpsl;

YBaxail Ipyrux y4acTHUKOB IO UTPE;

He ycranaBnuBail HeopumanbHble MTaT4Yu U MOJIBI;

Hcronb3yil CII0KHBIE U pa3HbIE APOJIH;



7. Jlaxxe BO BpeMs UTPHI HE CTOUT OTKJIIOYATh aHTUBUPYC. [10Ka ThI Urpaeiib, TBOU

KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIUHT WIN Kpaxka JUIHbIX JaHHbIX

Hogsas yrpo3sa: MHTCPHET-MOIICHHUYCCTBA UJIN (l)I/IIHI/IHl", rjiaBHas 1ejib KOTOPOIo COCTOUT B
MMOJIY4YCHUH KOH(bI/II[eHHI/IaJ'IBHHX JaHHBIX MIOJIL30BATEJICH — JIOTUHOB U naponeﬁ. OcHOBHBIE

coBeThl 110 Oopnde ¢ pumMHIOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Tl IOJJ03peBaeIiib, YTO TBOS aHKETa ObLIa B3JIOMaHa,
TO HE0OXOAUMO 3a0JI0KUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPAM pecypca 00 ITOM Kak
MOYKHO CKOpee;

2. Hcnonp3yii 6e30nacHble BeO-CallThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U TIOMCKOBBIX
CHUCTEM;

3. Hcnomnb3yii ciioxHble U pa3Hble naposin. TakuM o0pa3zom, eciiu Te0s B3J10MarOT, TO
3JI0YMBIIIJIEHHUKH TOJIYYaT JOCTYH TOJBKO K OJJHOMY TBOEMY IIPO(UIIIO B CETH, a HE KO
BCEM;

4. Ecnu te0s B310MalId, TO HEOOXOIUMO MPEYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no06aBiieHbl y T€Os B IpY3bsIX, O TOM, YTO T€Os B3710MaJIU M, BO3MOKHO, OT TBOETO UMEHHU
OyzeT pacchUIaThCs CllaM U CChUIKU Ha (DUIIMHIOBBIE CAMTHI;

5. VYcranosu HajexHbd naposb (PIN) Ha MOOGUIbHBIN TenedoH;

6. OrtkiIrouM CoXpaHeHHe mapoiis B Opaysepe;

7. He oTtkpbIBail (paiiiasl u qpyrue BIOKEHHS B MUCbMAX J1aXKe €CJIM OHU MPHUIILIH OT TBOUX

npy3ei. Jlydie yTouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

Hudposas penyranus

Iin¢ppoBas penyTanms - 3TO HETaTUBHAS WU NMO3UTUBHAsA HHPOpMaLus B ceTH o Tebe. TBoe
MECTO KHUTEJIbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJI0XKEHHE, OCOOCHHOCTH XapaKTepa U paccKasbl

0 OJIM3KHUX - BCE ITO HAKAIIMBAETCS B CETH.

MHorue MOAPOCTKU JICTKOMBICIICHHO OTHOCATCS K HY6HI/IK3.I_[I/II/I JIMYHOMN I/IH(bOpMaI_[I/II/I B
HHTepHeTe, HE IMOHUMas BO3MOXKHBIX HOCJ'I@I[CTBHIZ. Trr JaXX€ HE CMOXKECIIb J0ragaTtbCia O TOM,

4To (poTorpadus, pazmelieHHas 5 JeT Ha3ad, cTaja MIPUYUHON OTKa3a MPUHATH Te0s Ha paboTy.

KommeHnTapuu, pazmenienie TBoUxX Gortorpaduit u apyrue JeicTBUsS MOTYT HE HCUE3HYTh JaxKe
MoCJie TOro, Kak Thl UX yJAJIUIIb. Thl HE 3HACIIb, KTO COXPaHMUJI 3TY HH(POPMAIIHIO, Momnaia Ju
OHA B IMOMCKOBBIE CUCTEMBI M COXPAaHUIACh JIU OHA, a [JIABHOE: UTO MOAYMAIOT 0 Tebe

OKpPYZKaroumee Jrau, KOTOPLIC HaﬁHYT " YBUIAT 3TO. Haiitu I/IH(I)OpMaI_II/IIO MHOTO JICT CITYCTA



CMOJXKET JI000H - Kak U3 J0OPHIX MOOYKICHHM, TaK U C HAMEPEHHUEM MTPUIUHUTH Bpea. DTO

MOJKET OBITH KTO YTOOHO.

OcHoBHBIE cOBeTHI 110 3alMTe NM(PPOBOH penmyTanuu:

1. Tlomymaii, mpexae 4eM 4To-To IMyOIMKOBATh U NepeaBarh y ceOs B O6J0re Ui B
COIIMAILHOM CETH,

2. B nacrpoiikax npoduis yCTaHOBH OTpaHUYEHUs Ha IPOCMOTP TBOETro NpouIs U ero
COJIEP’KUMOT0, ClIENai €ro TOJIBKO «UIsl IPYy3ei»;

3. He pa3memniaii u He yka3biBail HH(pOpPMAIIHIO, KOTOPas MOKET KOTO-JIM00 OCKOPOIISITh HITH

00MXKaTh.



